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The Saudi Investment Bank

VISION & MISSION

The expanding business mix of The Saudi Investment Bank
and its aspirations for the future require a new vision to be
articulated:

Simplicity & Accessibility

OUR VISION

To offer the simplest and most accessible products and
services to each of our customers.

OUR MISSION

Towards our Customers
e We make banking simple and accessible for each of our
customers.

e We are flexible, adaptive, and responsive to deliver what
suits our customers.

e We listen to our customers and understand their needs
and preferences in order to evolve and improve.

Towards our Employees

e Wevalue ideas, inputs, and initiatives.

e We empower our staff to bring out their best and go the
extra mile.

e \We recognize individual contribution and we support
individual development.

e We enhance team spirit, which allows us to collectively
build the smartest solutions.

saib.com.sa | 800 124 8000
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Boost Your Productivity..

Productivity stagnation is a common problem
among employees. This problem is typically
triggered by internal and external factors, most
of which go back to the ways and methods
business projects and tasks are processed,
organized, arranged and evaluated, while
the rest is a result of the employees’ poor
time management and their ignorance of the
circumstances and practices that turn them,
unconsciously, into low productive employees.
As an employee your job occupies a great part
of your day, so we list below for you a number
ofideas and work tips that will help you create a
better working environment that you and your
colleagues enjoy.. a work environment that
make you feel more productive:

e Organize your office desktop regularly

and always keep an empty space where you
will perform most of your days’ work.

e Refresh your office by placing a
potted greenish plant nearby.

o Do not explain your idea.
Provide a model.
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Make a to-do listand cross out the completed
tasks to get a sense of your achievements.

Start with the most difficult tasks and divide
them into smaller tasks.

Take a training course at least once a quarter.
Organize your energy and time and compare
exerted efforts to project results before
starting any new task to save wasted energy
on tasks that are not that important.

Do not skip your daily workout routine
because of an exhausting work day.

Mark your leave days on the calendar in
front of you. This will spark your energy,
enthusiasm and work speed.

Do not have your lunch in your office.

Do not check your email or start your work
immediately after waking up or right before
you go to bed at night.

Surprise your colleagues with small gestures
from time to time.

Keep your surroundings fresh by scenting
the place with a smell everyone likes.

Share your colleagues their sadness and
happiness.

Smile!
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history can show you all places that you visited
while carrying the mobile phone with you.

Voice Search and Mobile Assistant: Various
voice-activated applications are in always
listening mode and they are listening for
keywords to get activated. Such applications
can also store your voice in their records.
Ensure that you only use such applications
form a trustable vendor, e.g. Google keeps the
history of every voice search you make.

Phishing: Hacker can use various techniques
to steal your information, e.g. SMS, MMS,
advertisements that mostly comes with free
apps, etc. Never disclose sensitive information
over the phone to any person or application
unless you are 100% sure of the identity.

Insecure Data: Never keep personal data,
pictures, and documents in mobile storage
without encryption. From lost or stolen mobile,
the hacker can easily access such information
by just using your memory card in a different
device.

Charging: Do not use USB charging stations at
public places. Hackers might counterfeit them
to copy or getaccess toyourdata. Alternatively
turn off the device before charging.

Security is an ongoing process, be vigilant and
continuously improve your security practices
with the changing threat landscape. In case of
your smartphone or cybersecurity breach, you
can seek help and report a crime in a police
station. Alternatively, innovative channels like
MOI “Absher” portal, “QJQT LE” mobile application
can also be used to report such crimes.

Collectively personal, organizational, governmental
and regulatory security controls and enforcement
provides a secure cyberspace. Anti-cyber crime law
is enforced since 2007. In 2017, Saudi Arabia has
taken multiple initiatives to significantly improve
and enhance Cyber Security, a dedicated National
Authority for Cyber Security was established.
SAMA (Saudi Arabian Monetary Authority) issued
and enforced comprehensive Cyber Security
Framework that will further enhance financial
sector security. Furthermore, National Cyber
Security Center (NCSC) also provides 24/ 7 defense
systems, technology, and guidance to protect
against attacks to nation’s Information Security.
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Firmware/Patches:Hackers usevulnerabilities
in old outdated applications to launch attacks.
Always keep your smartphone updated with
the recent updates. Also choose the auto
update option for the applications, so new
version can automatically get installed.
Antivirus and Mobile Security Applications:
To protect against smartphone viruses,
spyware, malware, etc., use a good anti-virus
application. Always keep the anti-virus and
definitions updated. Never use a jailbroken
device.

Mobile Access Security: Always use a
strong password, pattern, PIN or biometric
(Fingerprint) to unlock your device. Multifactor
authentication is better than single factor;
same should be used for critical and sensitive
applications, e.g. social media, banking,
e-commerce apps, etc.

Lost or Stolen Device: Always keep the
remote locator option and remote wipe option
enabled for your smartphone. If stolen or
lost, these options will help you to locate
the device or to securely wipe all data
before it falls into insecure hands.
Also, keep an offline or cloud-
based backup so you don’t

lose valuable contents.

e Mobile Payments: Mobile phones can be

used as a wallet for making payments, e.g.
Google Pay, Samsung Pay, and Apple Pay.
Use strong PIN/Password for access to these
applications. Also, ensure that NFC (proximity-
based payment) is disabled if not required.
Only install trusted and well-known payment
wallets. Set payment limits on your wallets.

Application Privileges: While installing an
application you also grant privileges to that
application. Be careful and suspicious if your
application asks for privilege more than
required, e.g. a game asking for access to your
contacts, calendar, location, and SMS.

Privacy Settings: Various applications provide
you the capability to configure the privacy
settings. Keep the least privilege security
principle in mind and only share data with
people who must have access to that. Don’t
opt-in to share your data with 3rd party or
with a company for research purposes, unless
you specifically need this feature. Always read
the term and conditions which applications
provide before installing these applications.

Location Tracking: Some applications also use
your location records and keep track of all your
movements. Such options should be disabled
if you do not need them, e.g. google location
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their countermeasures. Most smartphones
are personal devices, hence we ourselves are
responsible for its security — keep in mind “Your
Device is Your Responsibility”.

The cyberthreatlandscapeis dynamicand quickly
changing. Hackers and criminals are continually
working to find innovative methods to breach
confidentiality, privacy integrity and availability
of your device. Following guidelines will help you
to cope with this growing threat and secure your
smartphone.

* Awareness: Keep yourself aware of the upcoming
threats, read the security tips provided by various
channels and, most importantly, take the threat
seriously to avoid yourself from becoming the
next victim. For more information, please visit the
following websites:

e “Security Tips” webpage,
The Saudi Investment Bank website

e The National Cyber Security Center, MOI
website

e The Saudi Banks website

Purchasing and Selling: Always purchase your
smartphone from a trusted vendor. In case you
are buying a used smartphone, ensure that you
factory reset the device before using it. Never
use a jailbroken device. Preinstalled malicious
applications and tempered operating systems
can make smartphone insecure and vulnerable.
When selling your mobile always use a secure-
erase application to delete all personal data
along with factory reset. Ensure that you erase
everything from the device and the memory card.

Mobile Applications: Only install applications
that you actually need, as weakness in any
installed application can serve as a gateway
for hackers to penetrate into your mobile.
Avoid installing applications from 3rd party
application stores and only use official
application stores, e.g. Android (Google Play)
store and Apple (App Store).

Mobile Features: Smartphones are rich of
features and various capabilities, which we do
not normally use. All such features should be
disabled unless required, e.g. wireless, mobile
data, Bluetooth, NFC, GPS, hotspot, etc.
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Be Smarter Than Your Smartphone

Prevailing digital and online economy has
enabled increased usage of smartphones way
beyond the basic calling and SMS function.
Increased computing capability and faster
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B Smartphones are blessings
in a disguise - if not secured
effectively they can lead to
financial risk and can expose
your private and confidential
data to hackers.

telecom services have provided the
capability to use mobile for merely
anything that we use to do from a
desktop computer like online
shopping, banking, gaming,

social media, e-mail,

productivity and office applications. As per
Communications and Information Technology
Commission (CITC), Saudi Arabiahas morethan
44 million mobile phone subscribers and 88
percent rate of smartphone ownership, which
is almost double the international average of
smartphone penetrating (Dec 2017).

Smartphones are blessings in a disguise along
with ease of transaction, accessibility, improved
communication, reduced cost of interaction they
also bring new security risks and challenges. In
wrong hands and with misuse, smartphones can
expose personal and confidential information to
risk. Further, if the device is not secured it can
lead to financial and data loss as well. Malicious
applications can enable hackers to hijack,
control, manage and access all contents of your
smartphone. They can even remotely enable
camera or microphones, which can deeply affect
your privacy.

Smartphone users have to become smart
along with the technology and they should
learn and make themselves aware of risks and
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